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Abstract: 

Nowadays Network security is the more important area to All computer users, network organizations, and even the military. In all 

type of organization Security is the major concern. And it allows a good understanding of the dissilience of network technology. 

The internet architecture provides many security constraints to occur. When the Internet architecture modified, it can reduce some 

possible attacks. The possible attacks which can be sent through the network. The attack methods, allow for the proper security. 

Most of the business organizations protect themselves from the internet by installing firewalls and many encryption techniques. All 

business organizations create their own network within the organization called intranet and they are connected to the internet with 

protected from all types of threats . Total area of network security is heterogeneous in historical stage. The study provides a concise 

history leads to beginning history of internet and also the current development in network security. To understand today’s research 

being performed, the knowledge of the internet, its exposure, attack methods through the internet, and network security is the most 

important one. Thus they are mostly reviewed. 
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Introduction 

With the advent of internet today’s  world is more connected 

with new networking technology. There are more number of 

people involved in business, commercial, military, and 

government information on worldwide infrastructures using 

networking. In today’s  world Network security is the most 

important area because of analytic  property and that can be 

easily accessed through the internet. There are two types of 

networks, data networks and synchronous  network consist of 

switches. The internet is a type of data network. Even the 

current data network consists of computer‐based routers, the 

informat ion can be obtained by special programs   specified in  

the routers. But in the case of 

synchronous network , it  consists of switches and that does not 

store data. Therefore they  are not disturbed by any attackers. 

Because of this network security is emphasized in internet, 

and other networks that are connected through the internet. 

 

The various topic of network security is processed by 

researching as follows: 

 

1. Study of network security  

2. Structure of Internet and weakness of security aspects  

3. Types of attacks in the internet and security methods 

4. Network Security with internet  

5. Current hardware and software development in network 

security 

 
Based on the above research, the importance of network 

security is analyzed. Current trends which are emerg ing 

nowadays will also be taken in consideration to understand 

where network security is  lead ing. 
 

Network Security 

 

    Network technology and system technology is a primary  

technology for many applications. Security is essential to 

networks and applications. Even though , network security is a 

critical requirement in networks, there is a  lack of security 

methods that can be easily implemented. 

 

Network design is a process that is based on the Open Systems 

Interface (OSI) model. This model has many advantages when 

a network is designed. It provides modularity, flexib ility, 

ease‐of‐use, and Protocol standards. The different layers  
protocols can be easily combined to create Stacks. This allows 

modular development of protocols.  The layers can be 

implemented individually and can be changed later without 

making any other adjustments. This allows  flexibility in 

development. Compare to network design, network security 

design is not much developed process. There is not enough 

methodology to manage the complexity of the requirements of 

security. 

 

 It must be shown that the whole network is secure in the case 

of Network security. Network security is not only consider  

the security in the computers but also concern the 

communicat ion chain. When transmitting data between 

computers the communication channel should not be able to 

attack. A hacker could result the communicat ion channel, 

obtain the data, decrypt the false message and re‐insert it. 

Network security is as important as computer security and the 

message security. When to develop a secured network, the 

following things are to be considered [1]: 

 

1. Access: Authorized users are provided to communicate to 

and from a specified network 

2. Confidentiality : Information that are kept in the network 

treated as private infoemat ion. 

3. Authentication: Define the users of the network  

4. Integrity: The messages have not been modified in public  

 

An effective network security plan is developed with the 

understanding of security issues, potential attackers, needed 

level of security, and factors that make a network vulnerable 

to attack [1]. The steps involved in the understanding of a 

network security or internet is followed throughout this 

research paper. There are many tools available to reduce the 

weakness of the computer to the network. These tools are 

encryption, authentication methods, intrusion‐detection, 

 

Research Article                                                                                                                             Volume 6 Issue No. 8 



International Journal of Engineering Science  and Computing, August 2016           2714                                                             http://ijesc.org/ 

management security and firewalls. Businesses around the 

world are to use the combination of these tools.  “Intranets” 

and internet are connected with reasonable protection over it. 

Understand the issues of the internet security greatly help in 

developing new approaches for network and technologies. 

Based on the types of hackers intrusion detection systems are 

established. 

 

 Intrusion detection systems are established based on the types 

of attacks most commonly used. Intrusions of a Network 

produce problems for the fo llowing reasons: 

• To destroy resources uselessly 

• To interfere with any system resource’s  

• To achieve system knowledge that can be achieved  in later 

attacks 

  

Protocols for the security sometimes appear as a single layer 

of the OSI reference model. The security layers model related 

to the OSI layers. This security approach leads to a good 

design which avoids some of the common security problems. 

 

Difference between Data Security and Network Security 

 

Data security is viewed as client’s data and it is to be 

transformed into unintellig ible  data for transmission. To 

transmit this unintelligib le data ,the message is decoded with 

the key . This method is effective to a certain aspect. Past 

cryptography techniques  can be easily broken nowadays. 

Cryptographic methods have to continue to use in advance due 

to the furtherance of the hackers as well. Network security will 

prevent unauthorized users into the network. Therefore, hard  

ciphers are needed [2]. 

 

 

 

 

 
Figure 1: Based on the OS I model, data security and 

network security have a di fferent security function [2].  

 

The relat ionship between network security and data security to 

the OSI model is shown in Figure 1. It can be shown that the 

cryptography appears at the application layer; therefore the 

writers of the application are aware of its appearance. 

Different methods of data security can be used by the users. 

Network security is exist within the physical layer. Layers 

above the physical layer like data link layer and network layer 

are also used the network security required [2]. Authentication 

is performed on network layer that is above the physical layer 

in the OSI model. 

 

Evolution of Network Security 

 Public networks are being depend  upon to produce  financial 

and personal informat ion. The evolution of information are 

made available through the internet, information security is 

required to progress. In the Kevin Mitnick’s offense, 

companies are focusing security for the exercising property[3]. 

Internet has been used as a driving force for data security. 

 

Past Internet protocols  were not developed to protect 

themselves. Security protocols are not implemented within the 

communicat ion stack of TCP/IP. This allows the internet to 

open attacks. But  Modern feature developments in the 

internet architecture that provide e communication more  

secure. 

 

Brief History of Internet 

 

The origin of the internet takes place in 1969 when Advanced 

Research Projects Agency Network  (ARPANET) is grouped 

by the Department Of Defence (DOD) for research in 

networking. 

 

The ARPANET is a success one from every beginning. It is 

designed to allow users to share data, access remote computers 

and the most popular application is e-mail. There are several 

standards setting entities to govern the network and the 

Internetworking group becomes the first one. Bob Kahn and 

Vinton Cerf are primary members of TCP/IP creation team 

that is the common language of all Internet users  in the 

1980s.There is a boom in the personal computer and 

super‐minicomputer industries  in the mids-80s.  

 

The combination of network ready servers and desktop 

machines allows many corporations to join the Internet for the 

first time. Companies begin to use the Internet to 

communicate with other companies and also with their 

customers. The Internet began to public in the 1990s and the 

World Wide Web was born. Microsoft and Netscape were 

developing a browser for the users of the internet. Nowadays 

Internet has become popular for many users. 

 

Internet Architecture and Security As pects 

 

The Internet Engineering Task Force (IETF) has introduced 

many security mechanis ms of the Internet Protocol Suite 

.These security mechanisms protect the logical data units  that 

are transmitted across the network.  

 
Figure 2: IPsec contains a gateway and   a tunnel in order 

to secure communications. [7] 

To determine the security predicates the Internet Protocol 

versions are analyzed . Even though the security may exist 

within the protocol, certain attacks cannot be supervised. To 

determine the security mechanisms it is necessary to analyze 

these attacks. 

 

The standardization of internet security is known as Internet 

Protocol(IP) security(IPSec).  IPSec which covers both 

versions of IP that is new generation of IP (IPv6) and the 

current version (IPv4) of IP. Even though IPSec is a new 
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technique,  it has been developed to overcome the inadequacy 

of internet. they appear to be insufficient [4]. Figure 2 

represents a visual representation of how IPSec provide 

Network security. IPSec is a point‐to‐point protocol, encrypts 

in one side, decrypts the other side and both sides that share 

keys. IPSec can be used in transport mode and tunnel mode. 

 

Architectures of IPv4  and IPv6  

 

In 1980 IPv4 was designed  to replace the Network Control 

Protocol on the ARPANET. The IPv6 protocol was designed 

with IPv4’s deficienciess.IPv6 is not only a superset of the 

IPv4 protocol; But also it is a new design. The IP’s design is 

so wide and the important parts of the architecture related to 

security that are discussed in detail. 

 

a. Architecture of IPv4  

 

The problems that are mentioned to gain an understanding of 

IP and its deficiencies. 

The reasons of problems with the protocol are: 

1. QoS(Quality Of Service) 

2. Security 

3. Routing 

 

According to the information transmitted through the network 

QoS was standardized. The original  t ransfer of informat ion 

was text-based. The QoS of standard text is different than 

video streaming and  music.  

 

Within the IPv4 protocol there is a lack of embedded security 

which lead to many attacks. To secure IPv4, the mechanisms 

are exist but there is no use of the requirements.IPSec is the 

special mechanism to secure the protocol. By using of  

cryptography IPSec secures the packet data stream. 

 

Routing tables are increased in size, then the routing becomes 

a problem for this protocol. The maximum size of the global 

routing table was 2.1 million entries .To reduce the size of the 

routing table there are methods to be established. The methods 

are helpful for a short period of time, but a change needs to 

solve the problem 

 

b. Architecture of IPv6  

 

To develop the IPv6 protocol that needed it is important to 

improve IPv4 protocol. The development efforts which 

involved  in the fo llowing areas: 

 

1. Security Architecture 

2. Multiprotocol architecture 

3. Routing and addressing 

 

IPSec is surrounded within the IPv6 protocol. IPSec 

functionality is similar to IPv4 and IPv6.  

IPv6 can use the security mechanisms throughout the route. 

 

The IPv6 protocol’s address space was extended to support 

128 bit addresses. With 128 bit addresses, the protocol can 

support up to 3.4 *(10)^38 machines. The address bits are 

used less efficiency because it simplifies the configuration of 

addressing. 

 

The IPv6 has more efficient routing system and which enables 

smaller routing tables. The configuration of host is  simplified. 

The Host which can automatically configure itself. The new 

design allows the user and the network administrator made 

configuration easy. 

 

Attacks through the IPv4  

 

There are four main attributes for computer security. These 

attributes are confidentiality, integrity, privacy, and 

availability. In the confidentiality attribute the following are 

the attack methods 

 

1. Hacking 

2. Phishing 

3. IP spoofing 

 

In this attribute IDS, firewall, Cryptographic systems, IPSec 

are the technologies used for Internet security. 

 

Viruses, Worms, Tro jans are the attack methods in the 

integrity attribute. IDS, Firewall, Anti-Malware software are 

the technologies used for Internet security. 

 

For privacy attribute e-mail bombing, spamming, DoS and 

cookies are the attack methods and IPSec, SSL are the 

technologies for Internet security. 

 

a. Common Internet Attack Methods  

 

These attacks methods are divided into following categories.  

 

a.1.1 Viruses 

 

Viruses are self reproduced programs. These programs use 

files to infect and disseminate[5].The virus will activate, once 

the file  is opened. 

 

a.1.2 Trojans  

 

For  the user Trojans  appear to mild, but it have some 

malicious purpose, Trojans carry some v irus[5]. 

 

a.1.3 Denial of Service 

 

This is an attack when the system receives requests and it 

cannot return any reply with the requestors [6]. The system 

use all types of resources and these resources complete their 

handshake. Finally , the system cannot respond to any requests 

that interpreting it. 

 

b. Technology for Internet Security 

 

Threats will continue to be an important issue in the world as 

long as the informat ion is transmitted across the Internet. 

There are different detection mechanisms to deal with these 

attacks. 

 

b.2.1 Cryptographic systems 

 

Cryptography is a powerful used tool for security engineers 

which converts  the codes and ciphers to transform them into 

unintellig ible data. 

 

b.2.2 Intrusion Detection Systems 

 

An IDS is an additional protection measure. IDS systems can 

be  used to detect an attack in the hardware and software 

devices. IDS are used to monitor to  determine whether attacks 
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are been present. Some IDS systems are identify  and alert of 

an attack, whereas the other IDS  are  try to block the attack. 

 

b.2.3 Secure Socket Layer (SSL) 

 

The Secure Socket Layer (SSL) is a group of protocols to 

provide security between a web browser and a website. To 

create a channel with security or tunnel SSL is designed 

between a web browser and the web server. So that any 

informat ion transmitted is protected within the channel. SSL 

provides access of users to server through the use of 

certificates. To prove their identity Clients provide a 

certificate. 

 

IPv6 Security Issues 

 IPv6 is more advanced mechanisms over the IPv4 internet 

protocol from the point of security. But in the IPv6 security 

mechanis ms still continue to be vulnerable to threats.  

 

The new IP does not secured against the misconfigured 

servers, less efficient applications, or poor secured sites. The 

following are the causes of security problems [4]: 

 

1. Port scanning issues 

2. Mobility issues 

 

The port scanning occurs when a network is scanned to 

discover targets with open services [4]. The IPv6 protocol 

address space is large but the protocol is not invulnerable to 

this attack. 

 

Mobility feature is included into the internet protocol IPv6. 

This feature requires some special security measures. When 

the Network admin istrators  using IPv6 mobility feature they 

need to be aware of these security needs. 

 

Security in Different Networks 

In today’s world to create “intranets” use the combinations of 

firewalls, encryption and authentication mechanis ms, and that 

are used with protection when they are connected to the 

internet . Intranet is a privately owned network that uses IP 

protocols. Intranets and "Extranets” are both distinct concepts 

where intranets are generally protected to employees of the 

organization. Extranets are generally accessed by the 

customers,  or other authorized parties. 

 

These parties do not access any of the organization's internal 

network. When such access is provided through gateway with 

firewall, user authentication, encryption and virtual private 

networks(VPNs). Figure 3 represents a graphical 

representation of an organization and VPN network.  

 
Figure 3: A typical VPN connecting remote offices and 

LAN headquarters of the company. [8] 

VPN is a private network used to connect remote sites or 

multip le users. Instead of using a leased line, a VPN uses 

"virtual" connections which are connected through the Internet 

from the organization's private network to the remote site. 

 

Developments in Network Security 

 

Some network security methodologies are used with biometric 

identification. Compare to password method Biometrics 

provide a better method of authentication . This might be an 

efficient method to min imize  the unauthorized access. Smart  

card is also a new technology in research on network security. 

New firewall techniques  and encryption are also being 

implemented. This research being performed to understand the 

current development and project the future developments of 

the network security. 

 

1. Hardware Developments  in Network Security 

 

Biometric systems and smart cards are the new hardware 

technologies that are widely Used security methods. Biometric 

authentication is s type of system that consists of the 

biological characteristics of individuals to verify identity for 

secure access to electronic system. The Biometric network 

security is to replace the password system.  

 

Smart cards are plastic cards and a credit‐card‐sized digital 

electronic media. The card is designed to occupy encryption 

keys and other informat ion are used in authentication and 

other identification processes. The smart cards are used as 

repository for passwords. The security features are built into 

smartcards to prevent someone to stolen the card. The smart 

card is cost effective but not much efficient than the biometric 

devices. 

 

2. Software Developments in Network Security 

 

The network security of software includes firewalls, antivirus, 

VPN, intrusion detection, and much more. The antiv irus is 

updated to be able to protect against those attacks or threats. 

This is the same as for firewalls and IDS. Many research 

papers were analyzed based on attack patterns to discover 

smarter security software. 

 

Many devices that are small and complex can be connected to 

the internet. The  security algorithms  require significant 

processing power. This processing power is not available in   

sensors like s mall devices. For this reason there is a 

requirement for designing security algorithms. This area 

research also currently being performed.  

 

Future Enhancements in Security 

 

 In the future it is possible that the security is similar to be like 

an immune system. The immune system protect against 

attacks and to fight against unauthorized users. Similarly, the 

network security will be able to function as a vulnerable 

system. Many security methods are developed within the same 

set of security technology. These methods are being used 

nowadays with some modifications . 

 

Conclusion 

 

Nowadays Network security is an important aspect as the 

internet expands. The security extortion and internet protocols 

were rev iewed to determine the security technology. Even 

though the security technologies are mostly software based, 
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there are hardware devices also used. It was an amazement to 

see the development taking place in the same  technologies 

used currently.  

 

The encapsulated security of the internet protocol IPv6 may  

provide many advantages  to the users of internet . Even 

though some security issues were analysed, the IPv6 internet 

protocol provides to pretend many popular attacks. The 

combination of IPv6 and security tools will establish effective 

in protecting rational property for the future. The network 

security area may have to progress more absurdly to deal with 

the attacks further in the future. 
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